
IJLRD Volume 3 Issue 4                                                                                  August 2020 
 

 

 BLACK SPOTS OF PRIVACY ISSUES IN OUR CYBERSPACE AND THE 

ESCHEW 

Sneha Saha1 and Prateek Srivastava2 

Abstract 

 

“They who can give up essential liberty to obtain a little temporary safety deserve neither 

liberty nor safety.” 

―Benjamin Franklin 

Cyberspace has been defined as the environment where the communication takes place across a 

computer network3. It refers to a virtual computer world to form a global computer network 

through an electronic medium so as to communicate with one another and perform information 

exchange. Cyberspace has made easier transfer of information and made the world on fingertips 

of people. But as a coin has two sides, there are various kinds of lacunas in the cyberspace out of 

which the primary concern refers to Privacy of an individual. In the modern world one can 

extract information about another from any place through computer networks by techniques such 

as Data Mining, Cloud Computing as well as Mobility but this has raised a strong problem of 

privacy because sometimes this information which is purely sensitive and confidential in nature 

may be used by hackers or unscrupulous elements of our society for fulfilling their malafide 

intentions. This privacy concern now includes technical, legal and political domains as well. 

Article 21 of the Constitution of India, 1949 describes Right to Privacy as our Fundamental 

Right but the meaning of this privacy has different explanation in terms of cyberspace. The 

major privacy concerns highlighted are search engines like Google and others collecting large 

amount of data from its users, Identity theft, Hacking, Tracking, Spying and many more. Despite 

having various legislations in India we are currently incapable to prevent such a demon due to 

the various lacunas that are available in our laws. The Information Technology Act, 2000 has 

been amended and named as The Information Technology Amendment Act, 2008 but still 

various offences in the cyberspace are out of its ambit. Another reason also stands as to the 
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negligence on the part of the people by not taking the issue seriously. The number of cases are 

also less in number due to this reason and in the cases due to lack of evidence and lacunas in our 

legislations the accused are set free and acquitted which as a result encourages them to do more 

of such acts. No specific legislation has been formed on Data Protection in India. A Committee 

headed by Justice B.N. Srikrishna has also been formed by the Indian Government to ensure 

digital growth by keeping the data of the citizens safe but the solution has still not been found. 

India has even found 21,796 cyber crimes in the year 2017 by increasing at 77% from 2016 

which means that 1.7 cyber crimes were committed per one lakh of population in 20174. This 

means that the advancement is only occurring in the people doing such unwanted acts and not in 

our system. Therefore, in this research paper we will find out the various types of privacy issues 

and how to deal with them. 

INTRODUCTION 

Data surrounds us and is generated virtually when we deliberately do something, for example, 

Sending data’s through emails, whatsapp , face books etc , ordering food , travelling 

,transportation etc. Data acts a currency to the new generation and this techno-savvy world and 

several companies are inclined to acquire uncertainty regarding when the data is valuable and 

approach towards it. More generalized technology are coming forward or being developed to the 

next level to keep the data safe and stored and made sure that the potentiality of the data is not 

entirely known or accessed resulting into enhancement of the information. 

Data plays the most vital role in today’s life and its protection has become the major concern and 

huge workload as many loopholes has popped out through which data can be acquired and 

security is at major risk. Essentials and data protection laws have been constantly updated to 

protect the digital data of a company or an individual. India there are several privacy issues 

which are addressed in case laws and enacting of new laws as per need for the society.  

At the same time there is no comprehensive legislation dealing with the protection of data and 

privacy except the policies which exist are sectored in character for example provision of IT Act 
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2000 which enshrined with rules regarding the process of proper collection of data, usage of 

private and sensitive information or date by the corporate within India . 

Now there are questions emerging like about the limits of privacy of a person? Could the data be 

demanded for helping such primary services, travel or concern of government? Would national 

security override these concerns of privacy? 

CONCEPT OF DATA 

Section 2(1)(o) of the Information Technology Act, 2000 (the “IT Act”) has defined "data" to 

mean “a representation of information, knowledge, facts, concepts or instructions which are 

being prepared or have been prepared in a formalized manner, and is intended to be processed, is 

being processed or has been processed in a computer system or computer network, and may be in 

any form (including computer printouts magnetic or optical storage media, punched cards, 

punched tapes) or stored internally in the memory of the computer5.” 

The Digital Locker Authority defines ‘data’ to mean “any electronic information that is held by a 

public or private service provider (like a government service department, a bank, a document 

repository, etc. This may include both static documents and transactional documents’. However, 

the concept of data is not only restricted to electronic information but also extends to information 

stored in physical form, e.g. on a piece of paper”. 

What is Cyberspace? 

Cyberspace can be defined as an global environment that involves interactions between people, 

software, and services and computers. It is systemized by the worldwide distribution of data and 

communication, technology  and networks etc6. 

With the benefits carried by the technological advancements, the cyberspace today has become a 

common tool used by people, businesses, critical information infrastructure, military and 

governments in a fashion that makes it hard to induce clear boundaries among these different 

groups.  

 
5https://www.advocatekhoj.com/library/bareacts/informationtechnology/2.php?Title=Information%20Technology%

20Act,%202000&STitle=Definitions 
6https://www.techopedia.com/definition/2493/cyberspace 
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Privacy 

“Privacy may be defined as the claim of individuals, groups or institutions to determine when, 

how and to what extent information about them is communicated to others7”. In a layman’s 

language privacy can be defined as right to let alone. All human beings expect and want some 

privacy of his life, marriage, family, health, procreation and other matters. “None can publish 

anything concerning the above matters without his consent, whether truthful or otherwise and 

whether laudatory or critical. If he does so, he would be violating the right to privacy of the 

person concerned and would be liable in an action for damages.” The content is often made 

available in public social media which results as defamation and loss of reputation along with 

harming the person’s privacy8. 

Types of privacy 

• Personal Privacy:   

Personal privacy9 can be defined as exposure of one another’s body also termed as Physical 

Privacy. This also includes the protection of one’s modesty and a a person can go to extreme 

depth to protect his modesty , example can of a person wearing cloths to prevent others from 

seeing his body or building walls , window fences etc .one expects another to respect each 

other’s privacy . 

• Physical privacy  

"Intrusions into one's physical space or solitude" This would include such concerns as:  

preventing intimate acts or hiding one's body from others for the purpose of modesty;. 

Still if a person is choosing to do the acts of physical intimacy or sexual behaviors then it is 

again his personal choice. 

• Informational Privacy 

 
7 Westin AF, Privacy and Freedom, 1967, page 7 
8https://www.merriam-webster.com/dictionary/privacy 
9https://www.cleverism.com/lexicon/data-

privacy/#:~:text=These%20data%20types%20include%20the%20following%3A%201%20Online,regarding%20sha

ring%20of%20medical%20records.%20More%20items...%20 
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It is clearly understood that the term informational privacy is related to the information or data 

about a person , the information can be of any type or forms like date of birth name , address , 

phone number , bank details etc the main unsettlement of about privacy rises in storing , 

collecting  and sharing of personal data .with the discovery of new technology various types of 

Personally Indefinable Information (PII) have been generated and gathered for different purposes 

for example organization have come up with different biometric devices like finger print scanner 

, face camera , speaker recognition and many more technologies .besides providing securities this 

biometric way of collection data  can be misused to obtain personal data’s and breach the  

privacy of a person and can be dangerous . 

• Organizational Privacy 

Any organization, agencies, or corporations always tends to keep a secret of their activities and 

different policies from the market and other competitors, for example military or defense 

department, financial policies, and their internal matters of the state or any other authority. They 

can equip various methods to keep privacy and maintain high security. 

• Internet  Privacy  

Privacy has been breached mostly by internet privacy invasion we are unable to know that when 

,how and by whom are we monitored and our information are being sold in internet in terms of 

money , people are harassed , murdered , blackmailed or even left to suicides through these 

data’s , though internet has revolutionized our generation to a global village but they are often 

misused as digital traces are always left whenever we do something . 

What is a Cyber Crime? 

Cyber Crimes refers to any kind of crime that involves a computer or a network. It is an unlawful 

act where the computer is either a target or a tool10. 

Major kinds of Cyber crimes against people, property, government and society are as 

follows11: 

 
10https://www.britannica.com/topic/cybercrime 
11https://www.lawctopus.com/academike/cyber-crimes-other-liabilities/ 
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1. Harassment via E-mails- It means sending letters, attachments of files and folders by emails 

like on Face book, Orkut etc. 

2. Cracking- It means to break into someone else’s computer without his consent by a cyber-

criminal. 

3. Cyber Stalking- It states that an expresses or implied fear threat is created by using 

computer technology. 

4. Hacking- The most common thing implies that an unauthorized access over computer system 

to destroy a computer system and leak information from it. 

5. Intellectual Property Crimes- Any unlawful act by which the owner is either partially or 

fully deprived of his rights like software piracy, infringement of  copyright etc. 

6. Cyber Vandalism- It states as to deliberately destroy or damage the data when a network is 

disrupted. 

7. Cyber-squatting- The claiming of two people for the same domain name by claiming that 

either of them had registered first and the other has copied it. 

8. Cyber Terrorism- The terrorist attacks taking place on the internet by denial of service 

attacks, hates website and hate mails, etc. 

9. Child Pornography- It means the use of computer networks so as to create, distribute 

materials that exploit underage children. 

10. Forgery- It provides measures to deceive a large number of people by sending threatening 

mails related to online businesses or payments or anything over a computer network so as to 

get their credentials. 

Indian Jurisprudence on our Fundamental Right of Privacy 

1. The Article 2112 of our Constitution of India says that no individual can be deprived of 

his/her from the freedoms of life that our built in our law and hence, ‘right to security’ has 

also been added into it but the right to privacy is not regarded as our fundamental right till 

now. 

 
12http://www.legalserviceindia.com/legal/article-676-legal-analysis-of-right-to-privacy-in-

india.html#:~:text=The%20Constitution%20of%20India%20encompasses%20Right%20to%20Privacy,Article%202

1%20is%20multi-dimensional%20under%20the%20Indian%20Constitution. 

http://www.legalserviceindia.com/legal/article-676-legal-analysis-of-right-to-privacy-in-india.html#:~:text=The%20Constitution%20of%20India%20encompasses%20Right%20to%20Privacy,Article%2021%20is%20multi-dimensional%20under%20the%20Indian%20Constitution.
http://www.legalserviceindia.com/legal/article-676-legal-analysis-of-right-to-privacy-in-india.html#:~:text=The%20Constitution%20of%20India%20encompasses%20Right%20to%20Privacy,Article%2021%20is%20multi-dimensional%20under%20the%20Indian%20Constitution.
http://www.legalserviceindia.com/legal/article-676-legal-analysis-of-right-to-privacy-in-india.html#:~:text=The%20Constitution%20of%20India%20encompasses%20Right%20to%20Privacy,Article%2021%20is%20multi-dimensional%20under%20the%20Indian%20Constitution.
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2. In M.P. Sharma and Ors. v. Satish Chandra, District Magistrate, Delhi and Ors.13where the 

warrant for search and seizure was challenged under Sections 94 and 96 (1) of Criminal 

Procedure Code, 1973. The Hon’ble Supreme Court in its judgment held that the power of 

search and seizure was not in contravention of any constitutional provision and also refrained 

from giving recognition to right to privacy as a fundamental right. This was the first case that 

had come before the Court questioning about the fundamental value of the right to privacy. 

3. In K.S Puttaswamy (Retd.) v. Union of India14 the ‘Aadhar Card Scheme’ was challenged on 

the ground that collecting and compiling of the demographic and also the biometric data of 

the residents of India for various purposes is in violation of Article 21. The Hon’ble Supreme 

Court through a bench of 9 Judges unanimously recognized that “the right to privacy” is an 

intrinsic part of right to life and personal liberty and thus, is protected under Article 14, 19, 

20, 21 and 25 of our Constitution and it also overruled previous judgments of the Supreme 

Court in Kharak Singh v. State of UP15 and M.P. Sharma v. Union of India. 

Current Issues relating to Data Privacy 

1. A threefold requirement by the Supreme Court has been laid down for the State’s 

interference  with the fundamental rights which provides that: 

a. A law in existence to justify an encroachment on privacy 

b. The nature and content of the law in existence must be in the ambit of Article 14. 

c. The means adopted by the legislature must be proportional to fulfill a lawful object. 

2. The argument is often discussed that India should adopt a ‘rights based’ data protection 

model over ‘consent based’ model because in the latter one can share the data with the third 

parties after obtaining a consent of the owner of the data but the former data protection model 

provides greater rights of the users over his/ her data and gives them a greater autonomy. 

3. The decision of the Supreme Court provides the citizens to seek judicial relief in case of 

breach of their data privacy rights. This can impact the tech giants as the users can also seek 

tortious liability as well as also invoke their fundamental right to privacy. 

 

 
13 1954 SCR 1077 
14 (2015) 8 SCC 735 
15(1964) 1 SCR 334 
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Liability for Causing Data Violation: 

1. Constitutional Liability- An accused can be charged with Article 21 because the ambit of 

Article 21 is expanded as it includes in itself the right to privacy and prescribed remedy can 

be issued against the accused16. 

2. Criminal Liability- This liability is defined under the Indian Penal Code, 1860 which deals 

with crimes like17: 

a. To send threatening messages by E-mail (Section 503 of IPC). 

b. By words, gestures or act intended to insult the modesty of a woman (Section 50 of 

IPC). 

c. To send defamatory messages by e-mail (Section 499 of IPC). 

d. Crimes by bogus websites, Cyber frauds (Section 420 of IPC). 

e. E-mail Spoofing (Section 463 of IPC). 

f. By making a false document (Section 464 of IPC). 

g. By forgery for the purpose of cheating (Section 468 of IPC). 

h. By forgery for the purpose of harming someone’s reputation (Section 469 of IPC). 

i. By web-jacking (Section 383 of IPC). 

j. By E-mail abuse (Section 500 of IPC). 

k. By punishing for criminal intimidation (Section 506 of IPC). 

l. By criminal intimidation by an anonymous communication (Section 507 of IPC). 

m. By charging for obscenity (Section 292 of IPC). 

n. By printing etc. of grossly indecent or scurrilous matter or matter intended for 

blackmail (Section 292A of IPC). 

o. By sale etc. of obscene objects to young person (Section 293 of IPC). 

p. By obscene acts and songs (Section 294 of IPC). 

q. By theft of computer hardware (Section 378 of IPC).. 

r. By punishment for theft (Section 379 of IPC). 

s. By online sale of drugs (NDPS ACT18). 

t. By online sale of arms (Arms ACT19). 

 
16https://www.livescience.com/37398-right-to-privacy.html 
17https://www.advocatekhoj.com/library/bareacts/indianpenalcode/index.php?Title=Indian%20Penal%20Code,%201

860 
18https://indiankanoon.org/doc/1727139/ 

https://www.livescience.com/37398-right-to-privacy.html
https://www.advocatekhoj.com/library/bareacts/indianpenalcode/index.php?Title=Indian%20Penal%20Code,%201860
https://www.advocatekhoj.com/library/bareacts/indianpenalcode/index.php?Title=Indian%20Penal%20Code,%201860
https://indiankanoon.org/doc/1727139/
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u. By Copyright Infringement (Section 51 of Copyright Act, 1957). 

v. By Section 63 of the Copyright Act, 1957. 

w. By imposing enhanced penalty under Section 63A of Copyright Act, 1957 for 

second and subsequent convictions. 

x. By punishing someone who is knowingly using infringing copy of computer 

program to be an offence under Section 63B of Copyright Act, 195720. 

3. Tortious Liability- The major tortious liability in cybercrimes is through the Information 

Technology Act, 2000 as amended which has been derived from the principle of 

neighborhood that was established from the case of Donoghue v. Stevenson. 

Need of Cyber Laws in India 

The need21for cyber laws can be traced from today’s techno savvy environment, which states that 

the world is becoming more and more digitally sophisticated and so are the crimes. Internet was 

initially developed as a research and information sharing tool and was also in an unregulated 

manner. With the passage of the time, it was more used for transactional purposes in e-

commerce, e-business, e-governance and e-procurement. All the legal issues that are related to 

internet crimes are dealt by cyber laws. This means that as the number of users on the internet is 

increasing day by day, the need for more effective cyber legal mechanisms has developed. 

Cyber Laws in India 

The United Nations Commission on International Trade Law22 adopted the Model Law on e-

commerce in 1996 which gave rise to the recommendation by the United Nations to all its state 

members for making an e-governance model. India on this part enacted on 9th June, 2000 the 

Information Technology Act, 2000 which was notified on October 17, 2000 with the objective to 

provide the legal recognition of functions carried out by means of electronic data interchange and 

other means of electronic communication involving the use of alternatives of paper based records 

and storage. It dealt with offences and contraventions and also with the justice dispensation 

system for cyber crimes. A need for amendment was felt in 2003-04 because of some criticisms 

 
19https://indiankanoon.org/doc/1934415/ 
20https://www.indiacode.nic.in/handle/123456789/1367?sam_handle=123456789/1362 
21https://www.slideshare.net/AdityaShukla7/cyber-law-in-india-its-need-importance 
22https://legaldesire.com/cyber-law-in-india-meaning-introduction-history-need-important-terms-and-amendments/ 

https://indiankanoon.org/doc/1934415/
https://www.indiacode.nic.in/handle/123456789/1367?sam_handle=123456789/1362
https://www.slideshare.net/AdityaShukla7/cyber-law-in-india-its-need-importance
https://legaldesire.com/cyber-law-in-india-meaning-introduction-history-need-important-terms-and-amendments/
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faced by it since being the first legislation on technology, computers, ecommerce and e-

communication in the nation. After considerable Administrative procedures the amendment was 

called as the Information Technology (Amendment) Act, 2008 which received the assent of the 

President on 5th February, 2009 and was made effective from 27th October, 2009. This act after 

amendment features on: 

1. Focus on data privacy. 

2. Focus on Information Security. 

3. Defining Cyber Café. 

4. Providing powers to an Inspector to investigate cyber offences. 

5. Adding more crimes like child pornography and cyber terrorism. 

Major Provisions of the Information Technology Act, 200023 

1. Section 43- It means that any individual who is engaged with the secure access to the 

computer without the authorized access of its owner will be held liable to pay the damages 

amounting to Rs. 1 crore to the affected person. 

2. Section 43 A- It enshrines that the any legal person who fails to comply with the security 

practices negligently intended to possess sensitive or personal information will be held liable 

to pay damages amounting to not more than 5 crore rupees. 

3. Section 66 C- It provides that any person who is engaged with theft and provides anyone 

with dishonest and fraudulent electronic signatures and passwords can be held liable with 

imprisonment and fine of 3 years and Rs.1 lakh. 

4. Section66 E- As per the section, any individual capturing any image and publishing it 

without the consent thus, violating the privacy of its owner be liable for punishment for 

imprisonment up to 3 years and fine of not more than two lakh rupees or both. 

5. Section 72- Any person authorized to access and secure any information, book, register, 

document r any electronic record discloses such data without the consent of its owner be 

liable to imprisonment of 2 years or fine of maximum 1 lakh rupees. 

6. Section 72 A- It states that any person who includes a mediator in providing legal services 

under the contract and has access to the personal information of other person reveals it with 

 
23http://www.bareactslive.com/ACA/ACT632.HTM 
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the intent to cause loss or gain and violates the legal contract will be liable for imprisonment 

up to 3 years or fine of five lakh rupees or both. 

Other Noticeable Sections of the Act are: 

1. Section 65 providing for tampering with computer source documents. 

2. Section 66 providing for hacking with computer systems, data alteration. 

3. Section 85 providing for offences by companies. 

4. Section 84 C provides punishment for attempt to commit offences. 

5. Section 70 providing for unauthorized access to protected systems. 

6. Section 71 imposing penalty for misrepresentation. 

7. Section 77 A defining compounding of offences. 

8. Section 66 F defining Cyber terrorism. 

9. Section 73 defining publishing false digital signature certificates. 

10. Section 74 providing publication for fraudulent purposes. 

According to a report of the Home Ministry of India, in 2012 there are 2876 cases filed under the 

various provisions of IT act24. 

The Privacy Protection Bill (2013) 

The bill25 was enacted to deal with the major aspects of privacy concern. It also pointed out that 

no person should collect, store, process, disclose or handle any personal data of any other person 

or communication or carry out surveillance of another person except provided in the act. It also 

restricts on collecting data or personal details of the individuals without obtaining their consent. 

If applicable, the privacy commission would be formed so that no one can carry out surveillance 

of a person without taking permission from the commission with exceptions as well. The 

chapters are: 

a. Preliminary 

b. Right to Privacy 

c. Protection of Personal Data 

 
24 Ibid 
25https://www.bing.com/search?q=privacy%20protection%20bill&pc=cosp&ptag=G6C13ABC1D9EB4EA&form=

CONBDF&conlogo=CT3210127 

https://www.bing.com/search?q=privacy%20protection%20bill&pc=cosp&ptag=G6C13ABC1D9EB4EA&form=CONBDF&conlogo=CT3210127
https://www.bing.com/search?q=privacy%20protection%20bill&pc=cosp&ptag=G6C13ABC1D9EB4EA&form=CONBDF&conlogo=CT3210127
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d. Interception of Communications  

e. Surveillance 

f. The privacy commission 

g. Offences and Penalties 

General Data Protection Regulations (GDPR) 

The GDPR26 was adopted by the European Parliament in April 2016 by replacing the EU 

Directive which was adopted on October 24, 1995. It not only applies to the organizations in EU 

but also outside it which process the confidential data of businesses, utilize any personal data of 

EU subjects related to goods and services and also the ones observing different types of 

conducts. Mere website accessibility of a service is not sufficient to trigger application of GDPR. 

Factors like offering a service in the language or currencies used in a member state or customers 

amount it. The request for consent must be given in an intelligible and easily accessible form 

which must be unambiguous and the consent is clear in a plain language. Due diligence must be 

taken so as to seek whether the consent is free or not. In case of breach of GDPR, an entity can 

be fined up to 4% of annual worldwide turnover and EUR 20 million.In case of other 

infringements, a fine of up to 2% of annual worldwide turnover and EUR 10 million be imposed. 

The other Regulatory Bodies are: 

1. Telecommunication Regulators (TRAI) 

2. Banking Regulators 

3. Medicine and Healthcare 

4. Insurance 

These regulatory bodies are enshrined to store the data of an individual and also to sue or get 

sued for any breach or misconduct caused. The various acts referred are the Indian Telegraph 

Act, 1885 through Section 5, 24, 25, 26, and 30. The State Bank of India Act, 1955 under 

Section 44. The Mental Health Act, 1987 by Sections 13 and 38. The Insurance Regulatory and 

Development Authority of India (Maintenance of Insurance Records) Regulations 2015 by 

 
26https://www.bing.com/search?q=gdpr&qs=n&form=QBRE&sp=-1&pq=&sc=0-

0&sk=&cvid=602D0F06045E488E8B7EAA797B62C77D 

https://www.bing.com/search?q=gdpr&qs=n&form=QBRE&sp=-1&pq=&sc=0-0&sk=&cvid=602D0F06045E488E8B7EAA797B62C77D
https://www.bing.com/search?q=gdpr&qs=n&form=QBRE&sp=-1&pq=&sc=0-0&sk=&cvid=602D0F06045E488E8B7EAA797B62C77D
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Regulation 3 and the Insurance Regulatory and Development Authority of India Regulation 2017 

by Regulation 12 protecting the data of an individual. 

Judicial Activism 

• Syed Asifuddin and Ors. Vs. The State of Andhra Pradesh27 

The electronic 32- bit number (ESN) was manipulated by Tata Indicom employees by  

programming  into cell phones thefts which were exclusively franchised to Reliance 

Infocomm. The Hon’ble Court held that tampering with source code invokes Section 65 of 

the Information Technology Act.  

 

• BOMB HOEX MAIL28 

Cyber Crime Investigation Cell (CCIC) arrested a 15 year teenage boy in 2009 in Bangalore who 

alleged sent a hoax email to privately owned news channels. The mail was about planting 5 

bombs in Mumbai and thus challenging the police to find and diffuse them before the town gets 

blasted. 

The MRA Marg police and Mumbai police had also registered forgery for purpose of cheating 

and criminal intimidation cases under the Indian Penal Code, 1860 and even filed a cyber-

terrorism case under the IT Act alongside Cyber Crime Investigation Cell. 

• Pune Citibank Mphasis Call Center Fraud29 

It was a case of source engineering where US $ 350,000 from the city bank accounts of four US 

customers were transferred dishonestly to bogus accounts in Pune, through internet by some 

employees of the call centre gaining confidence of the customers and obtaining their PIN 

Numbers by making them believe as they were helped. The court held that Section 43 A was 

applicable due to the unauthorized access for committing transactions. 

Suggestions 

 
27 2006 (1) ALD Cri 96 
28https://www.thehindu.com/news/cities/Hyderabad/bomb-hoax-email-triggers-panic-at-school/article31034239.ece 
29https://www.slideshare.net/RishabhChokshi/pune-citibank-mphasis-call-center-fraud 

https://www.thehindu.com/news/cities/Hyderabad/bomb-hoax-email-triggers-panic-at-school/article31034239.ece
https://www.slideshare.net/RishabhChokshi/pune-citibank-mphasis-call-center-fraud
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1. One should be remember and identify the threats. 

2. One should be aware of the cybercrimes. 

3. One should also use methods like Two-Factor Authentication. 

4. One should conduct audits on a regular time period. 

5. One should take measures to protect the sensitive data by keeping it safe and secured. 

6. One should take stapes to carry out risk assessments. 

7. One should have a deep knowledge of risk factors so as to cover them up. 

8. One should make use of the Encryption Technology. 

9. One should make use of biometrics techniques. 

10. One should know the technical means to block errant websites. 

Conclusion 

The right to privacy is our fundamental right guaranteed by our Constitution under Article 21 but 

with some restrictions. There are various methods to guard them like Personally Identifiable 

Information but the government must take the required steps to guard the info of the individual 

from being exploited. Therefore, simpler mechanisms must be involved within the Information 

Technology Act, 2000 so on remove the loopholes in it which are still in practice just like the act 

must be made a consistent law, awareness must be created, dynamic sorts of cyber crimes be 

tackled by mechanisms, the hesitation of individuals must be removed so as to require up more 

cases of cyber crimes and also the inclusion of a cyber savvy bench be done. it's also to be taken 

care by us that the info shared by us isn't so confidential that its invasion isn't harmful for us 

because internet may be a global platform and that we should attempt to minimize our data 

because “Prevention is best than cure.” 


